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Abstract

Today, there is no doubt that technology has strengthened the
realization of the right to health; however, it has also led to violations
and weakening of this right, exposing the world to an increasing risk
of cyberattacks. Healthcare programs and medical data are
significantly more sensitive and complex than many other types of
data and programs, necessitating a high level of protection.
Nevertheless, the rise in cyberattacks targeting healthcare and medical
facilities is accelerating, with substantial impacts on the provision of
healthcare services globally. Consequently, the healthcare industry
has lagged behind other industries in protecting its most critical
stakeholders (patients), and hospitals must now invest considerable
capital and effort to safeguard their systems. In examining
cyberattacks, it is essential to distinguish between two categories of
such attacks: those reaching the threshold of the use of force and
those that do not. Thus, the rules governing these attacks can be
categorized and differentiated into two frameworks: peacetime and
armed conflict. Therefore, this article employs a descriptive-analytical
approach and relies on a library-based method of data collection to
address the question of what legal rules govern such attacks.
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