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1. Distributed Denial of Service Attacks (DDoS)
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1. US National Military Strategy for Cyberspace Operations

2. Disrupt

3. Deny

4. Degrade

5. Destroy

6. Tallinn Manual on the International Law Applicable to Cyber Warfare
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1. Information Systems
2. Infrastructure Control Systems
3. Supervisory Control and Acquisition
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3. Unauthorized Remote Intrusions

4. Denial of Service

5. Distributed Denial of Service

6. Computer Emergency Readiness Team (CERT)
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1. Hacker

2. e-mail

3. Server

4. Targeted cyber-attacks, The dangers faced by your corporate network, GFI White Paper, Microsoft
Gold Certificate Paper, p. 8, Available at: http://www.gfi.com/whitepapers/cyber-attacks.pdf, Visited
on 15 September 2016
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1. Montevideo Convention on the Rights and Duties of States, 1933, Awvailable at:
https://www.ilsa.org/jessup/jessupl5/Montevideo%20Convention.pdf, Visited on 1 November 2016
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1. General Principle of Non-Intervention

2. Press Release, SG/SM/6613, Secretary-General Reflects on “Intervention” in Thirty-Fifth Annual
Ditchley Foundation Lecture, 26 June 1998, Available at:
http://www.un.org/press/en/1998/19980626.sgsm6613.html , Visited on August 2016

3. Vienna Convention on the law of treaties

4. Vienna Convention on the Law of Treaties between States and International Organizations or between
International Organizations
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1. Declaration on Principles of International Law Concerning Friendly Relations among States in
accordance with Charter of the United Nations, A/RES/25/2625, 24 October 1970

2. Declaration on the Inadmissibility of Intervention and Interference in the Internal Affairs of States

3. AJRES/36/103, 9 December 1981

4. Charter of Economic Rights and Duties of States, A/RES/29/3281, 12 December 1974
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3. Separate Opinion of Judge Sette-Camara, pp. 199, 200, Military and Paramilitary Activities in and
against Nicaragua (Nicaragua v. United States of America)
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1. A/RES/36/103, 9 December 1981, Section 1, Para C
2. A/RES/36/103, 9 December 1981, Section 2, Para J
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4. What we know about Russia's interference in the US election, Available at:
https://www.theguardian.com/us-news/2016/dec/16/ga-russian-hackers-vladimir-putin-donald-trump-
us-presidential-election , Visited on 5 January 2017

5. Democratic National Committee (DNC)
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What is WikiLeaks, Available at: https://wikileaks.org/What-is-Wikileaks.html , Visited on 5 January
2017

1.  WikiLeaks’ Assange Denies Russia  Behind  Podesta  Hack.  Available at:
http://www.politico.com/story/2016/11/julian-assange-russia-john-podesta-wikileaks-230676, Visited
on 12 January 2017

2. Moscow Denies Russian Involvement in us dnc Hacking, Available at:
http://www.reuters.com/article/us-usa-election-hack-russia-idUSKCNOZ02EK, Visited on 15 January
2017

3. CIA concludes Russia interfered to help Trump win election, say reports, Available at:
https://www.theguardian.com/us-news/2016/dec/10/cia-concludes-russia-interfered-to-help-trump-
win-election-report., Visited on 5 January 2017
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5. What Obama Said to Putin on the Red Phone about the Election Hack, Available at:
http://www.nbcnews.com/news/us-news/what-obama-said-putin-red-phone-about-election-hack-
n697116 , Visited on 15 January 2017
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